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Cyber Recovery Solution [STEP 1]
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Cyber Recovery Solution [STEP 2]
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Cyber Recovery Solution [STEP 2]
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Cyber Recovery Solution [STEP 2]
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Cyber Recovery Solution [STEP 2]
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Cyber Recovery Virtual Appliance
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Cyber Recovery Solution [STEP 3]
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7

File: StackOverflow2010.mdf O File: StackOverflow2010.mdf 0

Result 1D: 522405 43-1-6466 0 Result 1D: 52240570843-1-6469.0

Path: mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.1/M§ Path: mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL
Size: 1.728 GB Q Size: 1.728 GB

m File Type: nknowr m

. 5 —— S Metadate " g o o en e e BN o 0 poeion. g sow s
Signature: 945E4A05B5A46A7DB3C001B7F5551735 : ' Signature: BO1B38EEF3C803404379DCAF32127AC3

File Name/Extension L 7
User: s-1-6-1-500@mssqidem2/File 4 User: s-1-6-1-500@mssqidem2/File

S File Size
Modified: Apr-12.2019 at 02:18:10 PM Modified: Apr-15-2019 at 04:24:36 PM
Backup Host: mssqldem2 Backup Host: mssqldem2
Backup Time: Apr-01-2019 at 12:01:01 PM Backup Time: Apr-02-2019 at 12:01:01 PM
Deactivation Time: Apr-02-2019 at 12:01:01 PM Software: NetBackup
Software: NetBackup Entropy Policy: CyberSenseData_20190401
Policy: CyberSenseData_20190401 Backupset ID: mssqldem2_1554220861
Backupset 1D: mssqldem2_1554134461 Ingestion Method: CRAWL
Ingestion Method: CRAWL Volume Label: 192.168.16.210.06.04.2021 at 07:27 PM-633
Volume Label: 192.168.16.210.06.04.2021 at 07:27 PM-633 Durable ID: f493b6ae-a93d-404b-9ed5-29a7d80fc373-6469
Durable 1D: f493b6ae-a93d-404b-9ed5-29a7d80fc373-6466 Indexed Owner: $-1-6-1-500

Post-Attack .

Indexed Owner: $-1.6-1-500 File Entropy: 99 m

File Entropy 43 m Version File Entropy Delta: 51

File Type

Conte

File Header
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