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3. RACADMaVURFIRABFICLLTOIAT U REFERALY:
a. RACADM command:
racadm recover BIOS.Setup.1-1

211 HR—rENBTI5yETAH—LEIDRACHD/N—D3Y

Table 1 TS5yhD4— L iDRAC/A—T3 HiR—h SN Bi%RE

TovbIF—L HR—FENBHIDRACID/I—P3> ;113

R6525, C6525 3.42.42.42 £ RRANEENEFDBIOSE &M1& ETE
R6525, C6525, and 4.10.10.10 Ll k£ RRMEEFFDBIOSE SR L
R7525 BIOSA A=Y DS54 TR¥ vy
15K A>T ILXCCHEH | 4.40.20.00 LA L KR EEEEDBIOSEA MR L
TSR TH—L: BIOSA A—L D54 T R¥ vy
PowerEdge

R650. R750. MX750clE A

IR IDRACIIZED/N\—KIzF7ROTHLUIZBIOSTSA T AX v UiEld. 1o TILELVAMDREE D FE 1514t
TSI T+ —LDHTHR—IINFET, 3EMIL. IDRACID))—R/—FTTHEZE L =FETET,

2.2 BIOSSATRFrY
BIOSTA T RFX¥ UL, RARDERMNAD>TULSIRE T, T54T)—ROMIZHBBIOSA A—T DEEELIEENE
HRILET , BIOSTATRF YU (FPOSTOTOEATIXHYFER A, CDHEEEIL. IDRACY 4.10.10.10 (AMDY
b T+ —L) H&U4.40.20.00 (A>T TS5vbT+—L) LI ET, iDRAC Datacenters4 > AhS@E RS-
BEICFRATEES, COARL—2avITIEEEEER B LE“Execute Debug Commands”™av U REFEZ 5
TFINYTHERABRETT , A v DAY 1—1) 4 [FiDRAC UL, racadm, RedfishA > 4—2Jxt—X TRIRETT

221 IDRAC A—H—AUA—D1—REFS-RFXYU DA 1—)L
FEROAA—DIEBIOSSATRE VL EETT A EDEROBIREERLET .
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iDRAC UITDBIOSTA T X Fv2.

2.2.2 RACADMAA—DI—REFSF-AFVYUDRYTa1—)L

Usage: racadm biosscan -s <start-time>
#racadm help biosscan
Racadm biosscan -- Performs BIOS Live Scanning

Usage:
racadm biosscan -s <start-time>
-s <start-time>
0 - Never schedule. Deletes existing jobs
1 - Schedule Now
2 - Schedule Daily
3 - Schedule Monthly
4 - Schedule Yearly

Usage Examples:
- To perform BIOS scan now:
racadm biosscan -s 1

2.2.3 Redfishf 28— —R&FFAFX YDA a1—)L
1. =T Get”avUREITL . KOS =51 —HF—R—LENNRT—FEA A

https://<IP address>/redfish/v1/Systems/System.Embedded.1/Bios

2. UTD2EYNDAHETBIOSTATRF YU EHEENT 5= DPOSTARL—L 3 EEITTEET
e POSTTHDZEDRAO—KMoEGFRAI YT EHUaTEETE
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https://<IP
address>/redfish/v1l/Systems/System.Embedded.1/Bios/Actions/Oem/DellBios.RunBIOSLiveS
canning

e POSTIZT (https://<IP address>/redfish/v1/JobService/Jobs) Z A WL EAKMIER 21—

#boydINTHE
i To schedule scanning Now (immediately)
{
"Payload":{

"TargetUri";
"Iredfish/v1/Systems/System.Embedded.1/Bios/Actions/Oem/Dell
Bios.RunBIOSLiveScanning"

}
}
i. 1B—EDRFYUER 71—
{
"Payload":{

"TargetUri":

"Iredfish/v1/Systems/System.Embedded.1/Bios/Actions/Oem/Dell

Bios.RunBIOSLiveScanning"

}1
"Schedule™: {
"Recurrencelnterval™: "P1D"
}
}
ii. fj [S—EDORFYVERTT1—Ib
"Payload":{
"TargetUri":

"Iredfish/v1/Systems/System.Embedded.1/Bios/Actions/Oem/Dell
Bios.RunBIOSLiveScanning"
}1
"Schedule": {
"EnabledDaysOfMonth":[24] (Day of the date from which you prefer to
schedule monthly)

}
}
iv. {El:—lﬁl@x*&‘zt—x’rﬁl—)b
"Payload":{
"TargetUri":
"Iredfish/v1/Systems/System.Embedded.1/Bios/Actions/Oem/Dell
Bios.RunBIOSLiveScanning"
b
"Schedule™: {
"Recurrencelnterval™: "P365D"
}
}

VAT LELVIDRACDEH ) —RIZET HE5GHFMEI T EENH

www.dell.com/poweredgemanuals
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iDRAC &G ¥=a27JL www.dell.com/idracmanuals
DRAC H7R—rH A+ www.dell.com/support/idrac

3E%E: Dell Technologies(d iDRACT77—L 7PN T77—LD 7 (BIOS, RybT—UHh—K, TDih) &=
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BIOS Basic Input/ Output System, F71=I&Z X7 LBIOS. ROM BIOS

FCH Fusion Controller Hub

iDRAC Integrated Dell Remote Access Controller

LED fiéiﬁﬁk%%o)—é'& BRERTERENT DI AT —F, FATAF—FEFEN

ME ATV IRDAVR-TODY

0S ARL—TAV T O RT L

PCH TS5YbTr—L-arba—5—1\T: FBI/OFIEATOEyY—ELTLK DA D
T—RNREEEL, 1O TILECPUDKEED Y R— T 5K ENIER-T,

POST Power-On Self-Test

ROM Read Only Memory

RoT Root of Trust

UEFI Unified Extensible Firmware Interface
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Rt R—rBEUEE)Y—X

Dell.com/support [FEBEHRD——XERZEBEICEZ. BRAY—ERESR—FERBELTVLET,

ESPEA -k H

FEaivk (U29)

RE

https://github.com/corna/me_cleaner/wiki/Intel-Boot-Guard

Intel Boot Guard

https://edk2-docs.qgitbooks.io/understanding-the-uefi-secure-

boot-
chain/secure boot chain _in _uefi/intel boot guard.html

UEFI Secure Boot Chain - Intel Boot Guard
DIFfE

https://2016.zeronights.ru/wp-content/uploads/2017/03/Intel-

BootGuard.pdf

Safeguarding (R £ [HEEXR) D= D
JL—kEvk : Intel BootGuard

http://www.uefi.org/specifications

UEFI {85540

https://downloads.dell.com/solutions/dell-management-
solution-
resources/Secure%20Boot%20Management%200n%20Del
IEMC%20PowerEdge%20Servers.pdf

DELL EMC PowerEdge4—/\—IZ$1F%
X2 7I—EE

https://blog.dellemc.com/en-us/hardware-root-trust/
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