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BANK SECURITYe® : : /
Public Service Announcement (

FEDERAL BUREAU OF INVESTIGATION

jol = Baltimore Ransomware Attack Costing City
"Borscoen : ' $18 Million

HIGH-IMPACT RANSOMWARE ATTACKS THREATEN
U.S. BUSINESSES AND ORGANIZATIONS

Alert Number
1-100219-PSA
Victims

This Public Service Announcement (PSA) is an update and companion to
Affiliates

Questions regarding this PSA are P! -00151 posted on www.ic3.gov. This PSA contains
should be ted to your local updated information about the ransomware threat.
FBI Field Office.

|

WHAT IS RANSOMWARE?

Ransomware is a form of malware that encrypts files on a victim's computer or
server, making them unusable. Cyb minals demand a ransom in exchange
for providing a key to decrypt the victim’s files.

Ransomware attacks are becoming more targeted, sophisticated, and costly,
even as the overall frequency of attacks remains consistent. Since early 2018,
the incidence of broad, indiscriminant ransomware campaigns has sharply
declined, but the losses from ransomware attacks have incre d significantly,
according to complaints received by IC3 and FBI case information.

Ransomware as a Service

Although state and local governments have been particularly visible targets for
ransomware attacks, ransomware actors have also targeted health care
organizations, Industrial companies, and the transportation sector.

HOW DOES RANSOMWARE INFECT ITS VICTIMS:

Cyber criminals use a varlety of techniques to Infect victim systems with
ransomware. Cyber criminals upgrade and change their techniques to make
their attacks more effective and to prevent detection

The FBI has observed cyber criminals using the following techniques to Infect
victims with ransomware:

« Emall phishing campalgns: The cyber criminal sends an emall containing
a malicious file or link, which deploys malware n clicked by a
recipient. Cyber criminals historically used generic, broad-based
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CyberSenseiffll L 7"—

1 |Backup Server tilt.test.indexengines.com
2 |Backupset ID tilt.test.indexengines.com_1527689828-0
3 |Backupset Root Path D:/
4 | Backup Client Type 1
5 |Backup Time 1527689828
192.168.17.245-12.10.2019 at 11:45 AM-453

—I Y N 6 Volume Label .168.17. .10. 3
s BRFE 7 LT R L% LN o _— -
~— 8 Istats D 9 82 |Created Ransomware Extension Count
1 O O l/ @ @ \ 9 |This File Count 2947 83 _Created Ransomware Entropy
l n 10 | This Unique File Count 2947 84 |Created Ransomware Entropy Threshold
11| This Mean File Size 570814 85 |Created Ransomware Unique Count
12 | This Mean Entropy 89.679703 86 Created Ransomware Unique Backupset Count

® @ t @ 13 | This Entropy Threshold 2054 87 |Changed F"? Cour?t
T ]J This File Type Mismatch Count 101 88 |Changed Prlpr Ur_nque catint

This Corrupt File Count 3 89 |Changed This Unique Count

3 aﬁ: ; ; 90 |Changed Prior Mean Size
e IV FOE—DZEHE T Bansomyors xenon ok o1 Changed e Mean e
oo This Archive Bytes 92 |Changed Prior Mean Entropy
° *E 1u l|‘$ This File Cat Office Count 93 | Changed This Mean Entropy
33 This File Cat Images Count 94 |Changed Prior Entropy Threshold
sle This File Cat AudioVideo Count 95 |Changed This Entropy Threshold
o ﬁ IJ B?\ This File Cat Mail Count 96 |Changed Mean Similarity
This File Cat Exec Count 97 |Changed File Type Count
= This File Cat Office Extension Count 700 98 |Changed Ransomware Filter Count
[ J 1’E m This File Cat Images Extension Count 0 99 |Changed Prior-Deleted Mean Entropy
This File Cat AudioVideo Extension Count 0 100/ Changed Thistreated Mean Entropy
° 7 [/ E é |This File Cat Mail Extension Count 0 101| Deleted Archive Count
7 ) This File Cat Exec Extension Count 0 102|Deleted Archive Bytes
This File Cat Office Extension Suspect Count 0 103 Deleted F?Ie Cat Office Count
° 7 /r ) l/ 0) *E 0) a ﬁ This File Cat Images Extension Suspect Count 0 104) Deleted File Cat Images Count
7 This File Cat AudioVideo Extension Suspect Count 0 105 Deleted File Cat AudioVideo Count
This File Cat Mail Extension Suspect Count 0 106| Deleted F?Ie Cat Mail Count
[ -Ij' Z 3 rb I 7 @ 7 7 4 ) l/ *}JA- gE This File Cat Exec Extension Suspect Count 0 107 Deleted F!Ie Cat ExeF Count
This DEF File Count 2193 108| Deleted File Type Mismatch Count
& " m = This DEF Unique File Count 2193 |109|Created Archive Count
This DEF Mean Entropy 73.415001 110|Created Archive Bytes

This DEF Entropy Threshold 2041 111|Created File Cat Office Count

This Backup Type 0 112|Created File Cat Images Count
.., 113|Created File Cat AudioVideo Count
ﬁ & F 9 \J/‘ 7 { 7 9 — ( * é CyberSense Output Report with 114|Created File Cat Mail Count
115|Created File Cat Exec Count
@ ## E 116/ Created File Type Mismatch Count
- 17| Infected

11 Data Issues
119|Model Version

CyberSense Output Report with A
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Setup Manage Index [EXEIgal Administration About Help ¥ Sign Out

admin Index Name: CyberSense-T oak.indexengine:

ENGINES

< Search Clear

Order By: |1 v [ v 1 | Propagate Tags to Families

BTDI) =215\ T7vT
—AMBHB/INVITvT Yk

I otatus _\\

) [contained In

Name A
Y _.J 000000.swf fun

v 7 3 000000.sw
Y d 000001.doc fun

+/ [Jcontains Administrators@AD:BUILTIN |

» By Document Properties
» By Email Properties

Administrators@AD:BUILTIN |
Administrators@AD:BUILTIN |
Y By Tagy: ¥ [ & 000001 doc Administrators@AD-BULTIN [
¥ [2] & 000002 doc fun
¥ [W] &3 000002 doc

¥ [7] & 000003 doc fun

= ANY of these Tags Administrators@AD:BUILTIN

[Torig_dbase_files Administrators@AD:BUILTIN |

Administrators@AD:BUILTIN [,

joooo0ooo

Hosts Backup Time bBackupset ID # of Files
ast Known Good Backup for Infected Files tilt.test.indexengines.com tilt.test.indexengines.com/D:/SA_Backups/democlean/Users/Ben/Documents/govdocs/002/ |Tue May 29 15:57:41 2018 tilt.test.indexengines.com_1527623861 983
Last Known Good Backup for Infected Files tilt.test.indexengines.com tilt.test.indexengines.com/D:/SA_Backups/democlean/Users/Ben/Documents/govdocs/001/ |Tue May 29 15:57:41 2018 tilt.test.indexengines.com_1527623861 971
Last Known Good Backup for Infected Files tilt.test.indexengines.com tilt.test.indexengines.com/D:/SA_Backups/democlean/Users/Ben/Documents/govdocs/000/ |Tue May 29 15:57:41 2018 tilt.test.indexengines.com_1527623861 973

suspect_uns
[Osuspect_virtbck_files

+) [JALL of these Tags

* [JEXCLUDE these Tags

£ [JNONE of these Tags

» Queries
» Locations

» Settings

Last Known Good Backup for Infected Files
Last Known Good Backup for Infected Files
Last Known Good Backup for Infected Files
Last Known Good Backup for Infected Files
Last Known Good Backup for Infected Files
Last Known Good Backup for Infected Files

mssqldem?2
mssqldem2
mssqldem?2
mssqldem2
mssqldem?2
mssqldem?2

mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.2/MSSQL/DATA/
mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.5/MSSQL/DATA/
mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.4/MSSQL/DATA/
mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.6/MSSQL/DATA/
mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.3/MSSQL/DATA/
mssgldem2/C/Program Files/Microsoft SQL Server/MSSQL.1/MSSQL/DATA/

Tue Apr 2 12:01:01 2019
Tue Apr 2 12:01:01 2019
Tue Apr 2 12:01:01 2019
Tue Apr 2 12:01:01 2019
Tue Apr 2 12:01:01 2019
Tue Apr 2 12:01:01 2019

mssqldem?2_1554220861
mssqldem2_1554220861
mssqldem2_1554220861
mssqldem2_1554220861
mssqldem2_1554220861
mssqldem2_1554220861
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