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https://www.sophos.com/ja-jp/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
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Active Directory / LDAP

DNS dumps

Certificates

Event logs (including SIEM data)

Switch / router configuration
Firewall / load-balancer settings
IP Services design

Access Control configuration
Firmware / microcode / patches

Backup hardware configuration
SAN / array configurations
Storage abstraction settings
Firmware / microcode / patches
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* Source code
* Proprietary algorithms
» Developer libraries
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» Physical/Virtual Platform Builds
» Dev Ops tools & automation scripts
» Firmware / microcode / patches
» Vendor software
— Binaries (golden images)
— Configurations & settings
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* CMBDB / asset D/R and Cyber Recovery

Run-books &checklists
* Management extracts
¢ HR resources & contacts lists
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https://www.ipa.go.jp/security/announce/2020-ransom.html
https://www.jpcert.or.jp/tips/2020/wr204701.html
https://www.nisc.go.jp/active/infra/pdf/ransomware20201126.pdf
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Dell EMC PowerProtect Cyber Recovery #1%&
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Cyber Recovery Management Software 7 — 5l
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http://www.iconarchive.com/show/farm-fresh-icons-by-fatcow/shield-icon.html

PowerProtect Cyber Recovery 2 T vWa-vavmeLcis

1 1 f b
1 1
I I ! I
I 1 1 - 1
' Data ] i 3 - !
I ! i Sandbhox :
i H : I
I ] ] I
E Metadata ! i In-Vault 447 i
’ |
1 1
1 1
l l
I : i | — I
i | | BIE7 SR by i
I y <

R | i FEAELAD D5 LR !
I : i ! I
: 7 [ FERk =
1 1 ] = I
: | ] yag il FREIE :
| | s | i
i A CR-Vault | :
b en— J (B e '

: ., Dol ecihiooyies
(TF7ErvT) el

© Copyright 2021 Dell Inc.




Dell EMC =TT

PowerProtect Cyber Recovery ERIDBRIDITL> > () (&)

« KDWERIC, RERMEIBRAT —YZ%E[mI S/THD
Y+ )\—1EIRT — Y FRDAEEE

- THE(R] [0EEE] (SR MEESEEILT o
(O] THREE] ZiR M55T5 N5

- fRRET — I h S RFIKE
ZFERIDILET. A
XIR CTRRAN TE/EN DT
URD%& T« — I\




T yya—ia e L TR
O EMBEER Glyya— R

PowerProtect Cyber Recovery #1%&

------------- \I 'a-------------------------------------------------------'--‘
| 1
| 1
| 1 - -
Data : : 3 - 5
: : Sandbox > TEDHE
.
. .
d ! i
Metadata : i D In-Vault ﬁﬁ é%téﬁﬁ
I A
| 1
: 1oy
I I ) i
| ] 2 |_Poil BIERANE
I y Z
i | k= DS ERIE —
R AIHBI LS
gl bl ABHFEES YT —
R )5 /—
e BEDT1—R/\vY R
s I
g | CR-Vault J l J | Alert @%0
________________ N 1 A s )

(Z7FvvD)

© Copyright 2021 Dell Inc.



Llin

BITEM(CHDDell EMCT —S{REDZNE

=l SRINSH BR
=V e
- VDI IRIZTD & L DJ—0F EHmA4,000680
EERTS &
EBUET —SRERBOBE  BELS - SREEEOEE % EH DT — SRR DI

F—sEEoRshS eEBEAARDOXKIGHIECLs T Ne | miE



THANKS FOR YOUR GREAT
PARTNERSHIP

intel

vmware il

CISCO.

BROCADEZ = <4

A Broadcom Company NVIDIA




